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Abstract

This paper summarizesand analysesdata
compiledon the activities of email harvesters
gatheredthrougha 5,000+ memberhoneypot
systemthatissuesuniqueaddressebasedon a
visitorOsIP addressand specific spidering
time. The project, known as Project Honey
Pot, hasprovideddataaboutthe geographical
sourceof harvestingand mail processingthe
sending patterns of different types of
spammersas well as list management
behavior.In additionto providing guidancefor
website administratorstrying to forestall
harvesting,the Projectdataalso suggestthat
anti-harvesting regulations offer a new,
potentially successfulprosecutorialavenues
against spam as well as inform potential
amendmentdo current anti-spamlaws that
may help those efforts.

1 Introduction

It is axiomaticto saythatthe bestway to stopspamis

to keep spammerdrom getting your e-mail address.

While e-postagechallenge-responsgy/stemsBayesian
filters, realtimeblock lists, andreputationservicesmay
be necessarypncean addresss widely distributed,all

of these anti-spam measurescan be made more
effective if the processof obtaininge-mail addressem

the first placeis madedifficult and auditable.To that
end, ProjectHoney Pot was createdto understandhe
primary way by which spammersobtain new e-mail
addresses.

Project Honey Pot (www.projecthoneypot.@) is a
distributed honey pot network to track e-mail
harvestersand, subsequent|ythe spammersvho send
to harvestedaddressesThe Projectwas announcedat
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CEAS 2004 and openedto public volunteersOctober
14, 2004. Sinceits launch, the ProjectOsoftwarehas
beeninstalled by more than 5,000 userson websites
worldwide. The ProjectOBoneypots are runningin at
least 80 countries and on every inhabited continent.

As of June20, 2005, the Projectis monitoring more
than 250,000 active spamtrape-mail honey pots.
Thousandsof spamtrap addressesare distributed
throughhoneypotseachday andthe Projectis on pace
to havemorethan1 million activespamtrapsnonitored
by the end of 2005.

This paperis the first thoroughanalysisof the data
gatheredby Project Honey Pot. Understandingthe

behaviorof harvesterss critical to controlling the spam
problem. Harvesterssit at the beginningof the spam
cycle. Studiesby the Pew InternetProject,the Center
for Democracyand Technology as well asthe Federal
Trade Commissionhave found that harvestingis the

primary way spammersbtain new e-mail addresses.
Understandingharvestingand the resulting address
distribution can provide not only a mechanisnto keep

e-mailaddressesut of the handsof spammersbut may

alsohelpidentify spamgangsandgive law enforcement
officials a new cause of action for prosecutions.

2 Technical Background

ProjectHoneyPot consistsof two primary components:
1) the honey pot software installed on machines
worldwide, and 2) the centralizedserverwhich collects
data from and distributesspamtrapaddressedo the
honey pots. The Project currently supportshoney pot
softwarefor platformsrunningthe following scripting

! See OSpam: How it is hurting email and degrading life on the
Internet,O Deborah Fallows, Pew Internett & Amer. Life Project, Oct.
22, 2003 <http://www.pewinternet.org/report_display.asp?r=102>;
OWhy Am | Getting All This Spam?0 Center for Democracy and
Technology, March 2003 <http://www.cdt.org/speech/spam/
030319spamreport.shtml>; OEmail Address Harvesting: How
Spammers Reap What You Sow,0 FTC Report, Nov. 2002
<http://www.ftc.gov/bcp/conline/pubs/alerts/spamalrt.ntm>.



language: PHR ASP ASBNET, Perl, mod_perl,
ColdFusion SAP NetweaveBSR and Python.We also
provide a wrapper for users of the MovableTlype
blogging software to allow for easy installation.

Websiteadministratorslownloadandinstall the honey
pot software. The static contentof the honey pots,
which primarily consists of a legal disclaimer
forbidding the harvestingof the addressesisplayedon
the page,is randomizedfor eachdownloadin orderto
makethe ProjectOboneypotsdifficult to recognizeand
avoid. On a few high-traffic websites we havefurther
customizedthe boilerplatelegal disclaimeras well as
the look of the honey pot for particular membersO
needs.

After the honeypot scriptis installedand activated we
provide instructionsto the website administratoron
linking from his currentweb pagesto the honey pot
page.Theselinks aregenerallyformattedto beinvisible
to humanvisitors to the website,but to be followed by
web spidersandrobots.We testtheseformatsto ensure

they are followed by the latest crop of spam harvesters.

Whenone of theselinks is followed anda honeypot is
accessedy a visitor, the honeypot scriptinstalledon
the webservelinstantly contactsthe centralizedProject
Honey Pot servers.The honeypot script passego the
centralizedserversan arraythatincludesthe IP address
of the visitor, the useragentof the visitor, and the
referer string of the visitor. The serversrecord this
visitor informationaswell asa timestampandreturna

aswell asthousandof additionaldomainsdonatedby
our membersThesedonationstake placeby members
pointing their donateddomains@MX record to our
servers.

By combiningour donateddomainswith our possible
usernameswe can currently createapproximately10

trillion uniquee-mail addresseghatwill resolveto our
mail servers.This allows us to distribute a unique
spamtrapto every visitor to a honey pot for the
foreseeabldéuture. Moreover it meansit is difficult for

spammergo determinewhat e-mail addressesn their

lists are, in fact, spamtraps.To further disguiseour

spamtrapsve rotatethe IP addressesf our mail servers
and are continuouslylooking for ways to further hide
what addresses belong to the Project.

3 Data Analysis

Harvestersmake up a significant percentageof the
robot traffic currently trolling the Internet.
Approximately 6.5 percentof the traffic visiting our
honey pots subsequentlyturns out to be spam
harvestersWhile somehumantraffic inevitably finds
our honey pots, the vast majority of visitors to these
pagesare automatedspiders.We estimate therefore,
that harvestersmake up at least 5 percentof all
automated trdic online.

The averagetime from a spamtrapaddressbeing
harvestedto when it receivesits first messageis
currently11 days,7 hours,43 minutes,and 10 seconds.

unique spamtrap e-mail address to the honey pot script.The fastestturnaroundis lessthan 1 second,and the

The spamtrapaddresss handedout only onceandis

tied to both a momentin time and visitor information.

The honey pot script combinesthe spamtrapaddress
with the static contentand displaysa web page.The

procesdrom accesgo pagedisplaytypically takesless
than a secondand createdlittle additionalload for the

web server where the honey pot script is installed.

While every spamtrapaddressis unique, they are

designedo look like realaddressesTherearetwo parts
to everye-mailaddressl) the usernamewhich appears
beforethe @ sign, and 2) the domain,which appears
afterthe @ sign. We constructusenameswith a list of

more than 6,000 commonfirst names,12,000common
lastnamesa 60,000word dictionary andrandomother

lettersandnumbersThesecomponentsarecombinedto

form typical usernamesused by legitimate mailing

systems. For example:

¥ john.smith

¥ john_smith

¥ johnasmith

¥ jsmith

¥ orange42

¥ orangegrasslands

For the domainportion of the spamtrapaddresswe use
a numberof domainscontrolledby ProjectHoney Pot

slowestis 223 days, 19 hours, 37 minutes, and 8
secondsThe slowesttime is just underthe total online
age of the Project. As a result, we believe that the
averageurnaroundime will continueto rise slightly as
the Project ages.

WeOvebeen surprised, so far, by how slow the
turnaroundfor some spammershas been. This lends
supportto the hypothesisthat there is a class of
individuals involved in the spam trade who
methodicallygatheraddressesTheseindividuals could
be spammersvho alsosendto thoseaddressesr they
could sit at the top of the spamfood chain, selling the
lists they obtain to the spammerswho then send
messagedo thoselists. Thereis additional evidence
from recentlegal casegthat theseOlistmen@o exist as
part of the spam economy ldentification of these
listmen, with an understandingand control of their
behaviorfollowing closelythereafterwe believe offers
a critical chokepointin the spamcycle bothlegally and
technologically

We have also been surprisedby how clearly many
harvestersdentify themselvesA substantiapercentage
of harvestercanbe identified by the Ouseragent@ey

2 For the latest stats, see the Project Honey Pot statistics available
online at: http://www.projecthoneypot.org/statistics.php.



broadcastwhen visiting a website. While some
harvesterdisguisetheir identity pretendingto be a
typical website visitor (e.g., Mozilla/4.0 (compatible;
MSIE 6.0; WindowsNT 5.0)), morethan50 percentof
the time harvestersbroadcasta useragentwhich is
unique and identifiable. For example,the following
useragentsappearto be exclusively broadcastby
harvesters:

¥ Missigua Locator 1.9

¥ MSIES.5

¥ Port Huron Labs

¥ Program Shareware 1.0
¥ Wells Search Il

¥ Franklin Box Company

Additionally, approximately58 percentof the so-called
OphishingGnessageswve have seen begin with a
harvestingeventby a spiderbroadcastinghe useragent:
Java/l.#.# ##(where the #s are replaced with
numerals).There is a surprising lack of harvesters
broadcastinghe useragentsf Google,Yahoo,MSN, or
other Olegitimate@obots. We had anticipatedmore
masqueradin@f theselegitimaterobotsby harvesters.
We still believe that as more website administrators
begin blocking harvestershasedon their useragents
harvesters will increasingly use misleading useragents.

3.1 The Two Classes of Spammers: Hucksters

and Fraudsters

From the analysisof the ProjectHoney Pot data, we

have characterizedwo distinct classesof harvesters.
Theseclassesbreak down by their turnaroundtime

from harvestto first messagetheir repeateduseof the

spamtrapaddressesand the type of messageghey

send.

Thefirst classN the huckstersN are characterizedy
a slow turnaround from harvestto first message
(typically atleastl month),alarge numberof messages
being sentto each harvestedspamtrapaddress,and
typical product-basedpam(i.e., spamselling an actual
product to be shippedor downloaded,even if the
product itself is fraudulent).

The secondclassN the fraudstersN are characterized
by analmostimmediateturnaroundrom harvestto first

messagdtypically lessthan 12 hours), only a small

numberof messagesentto eachharvestedspamtrap
address, and fraud-basedspam (e.g., phishing,
Oadvanced feeO fraud, etc.).

These two different classesrepresenttwo unique
problems when fighting spam. Typical huckster
spammersare responsiblefor most of the volume of
spamon the Internet. The ProjectOdataindicatesthat
they tend to be slower to sendthe first messagebut
oncethey havean addresghey more efficiently exploit
it. The good news appearsto be that thesehuckster
spammersare more reliant on a relatively small

universeof harvestersin fact, only 25 harvestersare
responsibleor more than 50 percentof the volume of
spam that has been sent to the Project.

Fraudsterspammerften harvestan addressand send
only a single messageo it. Seventypercentof the
harvestingincidentstargeting Project spamtrapshave
resultedin only a single e-mail messageln a vast
majority of thesecasesthe singlemessageentis some
form of phishingscheme advancedee fraud, or other
banking scam.

The Projectsitsin a uniguepositionto capturephishing
and other fraudulentmessagesSinceit is impossible
for oneof our spamtrapdo, for example,signup for a
PayPalaccount,any messagesnentioninga financial
institution can be flagged as likely to be fraudulent.
This allows us to quickly and efficiently identify new
phishingscamsas well astrack the scamsbackto the
computerusedto harvestthe addressesNearly 30
percentof the messageseceivedby the Projectso far
appearto be relatedto somesort of phish scheme,
advanced fee fraud, or other banking scam.

3.2  Establishing SpammersO ldentities through

Harvesting Activity

While there appearso be harvestingsoftwareon the
marketthat runs through proxy connectionscurrently
spammersare, by andlarge, not taking advantageof it.
In fact, spammersregardlesf the categorythey fall
into, are clearly not going throughthe sameeffort to
obscuretheir identity when harvestingasthey arewhen
sending.

Harvestersappearto remain surprisingly stable. A

majority of the harvesterlPs that have visited honey
potsat leastfive times havemadethoseuvisits over the

courseof at leastthreemonths.Additionally, only 3.2%
of the IP addressesisedfor harvestingappearin an

openproxy or openrelay databasé.Compare that with
the 14.6%o0f IP addressessedfor sendingto spamtrap
addressesvhich appearin an openproxy or openrelay
databasé.

The Project Honey Pot data further suggeststhat
harvestersare generallymore likely to be associated
with a traceableindividual responsiblefor the spam
thanmany of the machinesusedfor the actualsending.
While 39.5% of spamserversare hostedon somesort
of anaccountwith a dynamiclP addresspnly 22.8%of
harvestersare hostedon an accountwith a dynamiclP
address. This indicates that harvesting is generally
occurring from more stable, established hosting space.

® The SORBS Open-Relay/Open-Proxy services were queried for this
information. Queried March 21, 2005.

* Ibid.

® The SORBS-DUHL was queried for this information. The service
lists the IP addresses that are allocated for dial-up, DSL, cable
modem, and other dynamic IP space. Queried March 21, 2005.



More generally harvestershave,to this point, slipped
under the radar screenin the spamcycle. Scanning
severalof the major realtimeblock list services46.2%
of the IP addressesf spamserverssendingto Project
Honey Pot spamtrapaddressesvere listed® On the
otherhand,only 25.2% of harvestersappearon any of
the major blocklistg.

Similar percentagedold true when searchingmail

abusenewsgroupdor the spamserverand harvesterdP

addressesMost of the harvesterghat appearon the
blocklists or in mail abusenewsgroupsare engagedn

both harvestingand spamming What is of noteis that
nearly threeout of everyfour IP addressegngagedn

harvestingappearto be untrackedby the conventional
anti-spam resources.

3.3  Geographic Location of Harvesting and
Spamming

The geographiclocation of harvestersversusspam
senderdurther evidenceghe differencebetweenthese
two activities and demonstratefiow harvesteractivity
canbe usedto track the true identity of the individuals
actuallyresponsibldor spam.We useMaxMindOspen
source GeolP IP-to-country data to establish the
geographidocation of the IPs usedfor harvestingand
spamsending® While the United States tops both lists,
there are significant dérences below that.

Rank Country Percentage
#1  United States 32.1%
#2  Romania 17.1%
#3  China 12.4%
#4  United Kingdom 8.6%
#5  Japan 7.2%
#6 France 6.9%
#7  Spain 4.3%
#8 Egypt 4.0%
#9  Nigeria 3.7%
#10 Canada 3.7%
Table 1: Top-10 Countries for Harvestin‘g'9
Rank Country Percentage
#1  United States 38.4%
#2  China 14.9%
#3 Korea 13.4%
#4 France 7.6%
#5  Brazil 6.3%
#6  Japan 5.3%

® The following widely-used realtime blocklists were queried:
SORBS, Spamhaus, SpamCop, and SPEWS. Queried March 21,
2005.

" Ibid.

& MaxMind GeolP Database (http://sourceforge.net/projects/geoip/).
° For the latest stats, see the Project Honey Pot statistics available
online at: http://www.projecthoneypot.org/statistics.php.

#7  Taiwan 4.0%
#8  Spain 3.6%
#9  United Kingdom 3.6%
#10 Canada 2.7%

Table 2 Top-10 Countries for Spam Sendinglo

For example,Romaniais the secondmost common
countryfor harvesting but doesnot appearin the top-
10 for spam sending. Romanianharvestingalmost
exclusively falls into the Ofraudster@ategory with
virtually all harvestingincidentsleadingto a phishing
attack approximately 24 hours later

Whenwe first beganthe Project,mostof thesephishing
messagewere actually being sent out of Romania.
Today however the messgesare almostall beingsent
throughcomputersin other countries.In fact, a strong
associationappearsto exist betweenthe Romanian
harvestingand a large numberof the message$eing
sent from France,which ranks third on the spam
sendinglist. Becauseeachspamtrapaddresss unique
and allows us to track messagesentto it backto the
momentand time and IP addressthat harvestedthe
spamtrap,we are able to establish a definitive
connectionbetweenthe Romanian-basetP addresses
harvestingand the French-basedP addressesending
messages.

Nigeria is anotherexamplewhere harvestingcan help

show the real identity of the individuals behind the

spamsending.Famousfor so-calledOadvancedeeO
scamsBecausef this, Nigerian-basedP addresseare
largely blacklistedand spamserversare often set to

automatically reject messagewriginating from the

African continent

Not surprisingly it appearsNigerian fraudstershave
respondedThe country ranks 46th for spamsending,
nearthe bottom of the list of countriesfrom which the
Projecthasreceivedspammessage<On the otherhand,
Nigeria is 9th for harvesting.Looking deeperinto the
data, virtually all of the messageghat result from
harvestingby Nigerian IP addressesappearto be
advancedee frauds.In otherwords, the Projectshows
that the blacklisting of Nigeria has not eliminated
fraudstersoperatingfrom that country but insteadhas
displaced their outgoing mail to other countries.

3.4

In termsof what addressespammersre looking for,
there appearsto be little differentiationby harvesters

The Makings of an Effective Spamtrap

*° Ibid.

™ For example, one check in the popular anti-spam program
SpamAssassin is whether a message originates from an IP address
within Nigeria. Additional services such as nigeria.blackholes.us
exists to check the Nigerian IP space. Other regularly employed
blocklists exist for China, Korea, Thailand, Malaysia, Argentina, and
Brazil N all countries that appear high on the list of spam senders.
See, for example, http://www.epaxsys.net/dnsbl/.



betweenvariousconstruction®f e-mail addressesiWe
originally hypothesizedthat harvesterswould prefer
thoseaddressesonstructedwith Ocommontﬁ)p level
domains (TLDs) N .com, .net, and .org N over
country-specificTLDs (e.g., .au, .ca,.ro, etc.),or other
less common TLDs (e.g., .biz, .info, etc.). We also
hypothesizedthat harvesterswould prefer those
addressesconstructedwith 2-level domains (e.g.,
example.com)ersusdomainswith 3 or more levels
(e.g., thirdlevel.example.com).

Neither hypothesis has thus far proved true.
Statistically harvester@ppearinitially to be aslikely to
sendto an addresswith a country-specific/luncommon
TLD or a 3- or 4-level domainasthey areto sendto a
commonTLD and a 2-level domain. Moreover the
samestatistical patterncontinuesover time: country-
specific/luncommonTLDs and 3- or 4-level domain
basedaddressesppearto be statistically as likely to
remainon a spammerdist and be tradedwith other
spammersas thosemore commonlyformed addresses.
Unfortunately this meansthat simply registering a
domainon an obscureSouth Pacific island nation and
using it for an e-mail addressis not enoughto keep
your inbox spam-fre&

While more difficult to prove statistically our best
estimateis that an obscureusernamealso does not
dissuadespammerdrom including a harvestedaddress
on their mailing lists. The top-5 spamtrapsy volume
were constructedwith approximatelythe following
usernamescalchera9415wellreadhoenelionel.uan,
wriestscammabelland paulshaké? While not unheard
of, theseusernamesire generallyon the more obscure
end of thosedistributedby the Project. We havebeen
unableto tell any correlationbetweenthe obscurity of
the usernameén anaddressandits propensityto receive
spam.

3.5

While the form of an e-mail addressdisplayedon a
pageis not enoughto discourageharvesterswe have
found there are some stepsthat sites can take in
displaying an addressto keepit relatively safe from
harvesting.Interestingly the techniquesthat are
successfult discouragingharvestingagainbreakdown
into the two classesof harvesters:fraudstersand
hucksters.

Protecting Legitimate E-Mail Addresses

2 We were not able to test whether certain other TLDs, specifically

Generally fraudsters appear to be using less
sophisticatedharvestingsoftware.The softwareappears
to takea pageat its facevalue,do no HTML-rendering
or charactemprocessingand pick up anythingmeeting
the basicformat of an e-mail addresgi.e., a string of
charactergollowed by an @ followed by anotherstring
of charactersand at leastone period). Becausethese
rudimentaryharvestingprogramsdo little processingf
the page,they cantypically be fooled by basicaddress
Omunging.Gor example,we found that 52 percentof
addressharvesterswould not recognizean e-mail
addresson a pageif the @ sign were simply replaced
with the ASCII-equivalent HTML charactercode
(&#64;). Simply replacing@ signsin e-mail addresses
with &#64; is surprisingly effective at keepingless
sophisticated harvesters away

More sophisticated harvesting programs that
automatically decode ASCII-equivalent HTML
charactersare availableand beingusedby many of the
hucksterclass of spammers. For these more
sophisticatecharvesterspasicaddressmunging offers
no protection. In some cases, however the
sophisticationof these harvesterspresentsa new
Achilles heel. Several of these harvestershave an
option to Oavoidspamtraps.@ is possibleto include
specific elementsin pagesthat will causeany e-mail
addressegresenton themto be skippedover by these
harvesters running in Oavoid spamtrapsO mode.

Specifically we have found evidencethat a box that

appearedt the bottom of our honeypotsis suficient,

when presenton a non-honeypot page,to causesome
sophisticatecharvestergo passit over. The placement
of the box on the page,and evenrenderingit invisible

with CSSor Javascriptcontinuego offer the protective
benefit. We initially left the box on the honeypot pages
in orderto seeif harvesterauthorswould designtheir

softwareto avoid pagescontainingit. It appearsat least
somehavetakenthe bait and, as a result, we now no

longer display the box on honey pots.

@

Table 3: Project Honey Pot Box, Sufficient to Keep Away
Some “Sophisticated” Harvesters

Even without the inclusion of the box, some
Osophisticated@rvestersanbe fooled by surprisingly
easytricks. Putting the words or phrasesOspamtrap,0
Ospanharveste©or OhoneyotOanywhereon a page
was enough to cause at least one of the more

.gov and .mil, were avoided by harvesters. Some harvesting software SOphisticatecharvestergunningin OavoidspamtrapsO

we have analyzed advertises an option to avoid these TLDs as

OdangerousO and defaults to not harvesting from them. Because we do

not currently have any domains in the Project with these TLDs, we

* For more information on OmungingO addresses, see OHow to Avoid

have not been able to test whether spammers are using these optionsBeing Harvested by Spambots,O Project Honey Pot

or otherwise avoiding these addresses.

 These usernames have been slightly altered in order to protect the *

<http Ilwww.projecthoneypot.org/how_to_avoid_spambots.php>.
® For instructions on including the Box on a website, see OHow to

integrity of the still-valid spamtrap addresses. Their Ospirit,O howeverAvoid Being Harvested by Spambots,O Project Honey Pot

remains intact.

<http://www.projecthoneypot.org/how_to_avoid_spambots_5.php>.



to not harvestany addressesn a legitimatepage.This
wastrue evenif the words or phrasesappearedn the
<HEAD> elementof the page,or in other non-visible
areasof the pageOsontent. Thesetricks do not offer
complete protection, but they do show how as
spammersadaptto avoid honey pots, we can exploit
their adaptationsin order to protect legitimate
addressedWhile this is yet anotherarmsrace,this time
the anti-spam forces are in the position of strength.

Two widely usede-mail addresgprotectionsappearto

still offer substantialprotection.First, the inclusion of

an email addressin an image will protectit from

harvesting from most harvesters.Second, using

Javascripin orderto obscurean addressn the codeof

the pageandthenrenderit to humanusersstill assures
virtually completeprotection.While itOspossiblethat

harvesterswill begin compiling and executing
Javascriptthis would likely severelyslow down their

processingspeedand openthem up to a number of

potentialattacks(e.g., infinite loopswritten into honey
pot pages humans are unlikely to accé&ss).

4 Legal Implications

Accurately tracking e-mail harvestersaffords several
new routesto attachlegal liability to anyoneinvolved
in the spam industry To begin, the harvesterlIP
addresseprovide a new data point which potentially
revealsthe identity of the individual behindthe spam.
Effectively, gatheringtheselP addressess like finding
more fingerprints at a crime scene.

Moreover becauseharvestergenerallyhave not used
proxy networks theseOfingerprints@ppeaitikely to be
more valuablein establishingthe actual identity of

spammerghan many of the IPs of the serversbeing
usedto sendspam.While this advantagewill surely
diminish over time as harvestersmove to proxy
networks,the datafrom the Projectappeardo makeit

clear that this is not yet the case. While these
fingerprints are still of use, prosecutorscan use
evidencefrom thesehoneypot addresseto moreeasily
identify those behind the harvesting.

In additionto the fingerprintsprovidedby the harvester
IP addresses,Project Honey Pot can also help
illuminate spamnetworks.Becauseeachspamtrape-
mail addressis unique, spammerdeave a trail when
they sendto them.If theidentity of a spammersending
to a particularspamtrapaddressat a particulartime can
be establishedthe ProjectOdatacanthenassociatehat
spammerwith any other messagesentto the same
addressAny spamtrap®n spammersnailing lists then
effectively becomehoming beaconswhich track the
behaviorof anyonewho sendsto suchaddressed_aw

% For more information on using images and Javascript to avoid

enforcementagenciescan usethis datato build cases
identifying what spammessages particularindividual
is responsiblefor as well as larger networks of
conspiracieghat can be prosecutedThis may bring
thoseharvesterghat generallyavoid sendingspamto
justice in a way that was previously impossible.

Evidencethat an individual hassentto a spamtrape-
mail addressis also likely to help prosecutorsbring
casesagainstan accusedspammerFirst, since Project
Honey Pot addressesannotOopt-inQo any mailing
lists, the questionof whethera messageis in fact
Ounsolicited®ecomesmoot. Since this questionhas
consumead significantamountof time in severalrecent
spam cases; the ProjectOs data may be useful in

avoidingmuch of the expenseand uncertaintythat has
been inherentto spam prosecutions.Driving down
enforcementostsis one way to makeanti-spamlaws
much more successful than they have been to date.

Second harvestingitself may leadto a causeof action
in severaljurisdictions. Under the U.S. CAN-SFAM
Act, for instancesendingto a harvestechddresst least
augmentghe applicablepenalties and may be a cause
of action in and of itself.®® T o date, however, no
enforcementactionshavebeenbroughtunderthe anti-
harvesting provisions of CAN-3®/.

In addition to U.S. law, the law of other countries
makes harvesting illegal. The Canadian Privacy
Commission, for instance,recently ruled that the
harvestingof e-mailaddresset sendspamviolatesthe
CanadiarPrivacy Act.”® AustraliaOs anti-spam law also
containsspecific provisionswhich attachliability to
harvestingor using harvestersoftware® Specifically,
the law requiresthat Oaddress-harvestisgftwaremust
not be supplied,acquiredor used.® Moreover, Oan
electronic addresslist produced using address-
harvestingsoftwaremust not be supplied,acquiredor
used.

The critical elementmissingin order for AustraliaOs
anti-harvestingprovisionsto be enforcedis the data
proving that addresseswere acquired through
harvesting ProjectHoney Pot and otheranti-harvesting

¥ Proving messages are unsolicited has been a hurdle for virtually
every anti-spam prosecution to date. Even if the prosecutions are
ultimately successful, substantial time and effort is spent to establish
that the messages were unsolicited. Data from honey pots may help
lessen this expense, and increase the likelihood of success at trial,
going forward.

'8 See U.S. CAN-SPAM Act of 2003, Sec. 4(b)(2)(A)(i), Sec.
5(b)(1)(A)(i) and Sec. 7(g)(3)(A) P (O).

9 See Canadian Personal Information Protection and Electronics
Document Act (PIPEDA)See also OPrivacy chief takes aim at
spammers with e-mail ruling,0 Ottawa Business J., Feb. 21, 2005
<http://www.ottawabusinessjournal.com/282670852141876.php>.

% See Australian SPAM ACT 2003, No. 129, 2003 P Sect. 19.

being harvested, see OHow to Avoid Being Harvested by Spambots,3' See Australian SPAM ACT 2003, No. 129, 2003 D Sect. 19,

Project Honey Pot <http://www.projecthoneypot.org/
how_to_avoid_spambots_3.php>.

simplified outline.
% Ibid.



initiatives may be essentialfor providing the data
needed to éctively enforce these provisions.

Finally, harvestingmay provide a clear bright line that
helpsdefine what messagesonstitutespamand what
messagedo not thathas,heretofore peenmissingfrom
anti-spamlegislation. Defining whethera messages
legitimate basedon how the e-mail addresswas first
obtained seemslikely to provide a more-workable
model than trying to determineafterthe-factconsent
and whethera messagewas Osolicited.(The Project
already appearsto have Osplitthe room,Owith few
legitimate marketerssendingto harvestedaddresses.
Future anti-spamlegislation could follow AustraliaOs
leadandattachliability to the practiceof harvestingand
sendingto harvestedaddressesThis would effectively
penalize spammerswith less risk of liability being
attached to legitimate, responsible marketers.

5 Technical Implications

In addition to providing new tools and data for law
enforcementProject Honey Pot opensthe possibility
for a numberof other technicalmeasurego fend off
harvesterand,subsequent|ythe spammersvho rely on
harvestedaddressesAs part of the Project, we are
creatingthe http:BL datafeed. This feed,which will be
providedat no costto any activememberof the Project,
allows websiteadministratorso control the accessof
known harvesters.We anticipate that, over time,
software authorswill build the data feed into their
applications in creative ways.

For example f a known harvestelP attemptsto access
a website,the web servercould route it insteadto a
gatewaypage containinga CAPTCHA or Javascript-
basedredirect.Only if the CAPTCHA is passedpr the
Javascriptis correctly interpreted, will accessbe
granted. Alternatively the web server could
automaticallystrip email addresseut of the siteOs
contentwhenit is accessethy a known harvesterThese
measuregan providea level of technicalprotectionfor
individualsthatwantto continueto displaytheir e-mail
address online.

Additionally, Project Honey Pot providesa way for

ISPsto automaticallymonitor their IP spacefor e-malil
harvestersand spammerslf an ISP providestheir AS-

Macro to the Project we will watch the IP space
controlled by the ISP for harvestingor spamming
behavior Our systemsautomaticallygeneratean e-mail,
web page,or XML feedwhich canbe checkedto alert
the ISPOsibusedepartmenif harvestingor spamming
is occurring within their network. This monitoring
serviceis providedat no costto ISPsthat are active
participants in the Project.

Finally, the Project regularly publishesits corpus of
spam for anti-spamresearchersand filter authors.
Becausehis corpusis devoid of any personale-mails
and is composedvirtually entirely of spam, its

publicationand usedoesnot createthe sameproblems
in termsof privacy posedby otherspamcorpuseghat
havebeenpublished.Our hopeis that the datawe are
gatheringwill help the anti-spamcommunity working
on the problem further downstreamto continue to
develop increasingly &fctive tools.

6 Conclusions and Future Directions

ProjectHoneyPotOsnembershigontinuesto grow and
the volume of datait collectson a daily basisis rapidly
expanding.The Projectis on paceto have more than
onemillion spamtrape-mail addresse circulationby
the end of 2005. With eachnewly installedhoney pot
the entire membership in the Project benefits.

Going forward, we hope to use the ProjectOwast
networkof honeypotsto track otherspambehaviornot

necessarilydirectly tied to e-mail. For example,the

Projecthasbegunto study the behaviorof referer/log
spammerswho userobotsto fill web serverlogs with

bogus information. We are also designingthe next

generationof our honey pots to track comment
spammersand other misbehavedobots. We hopeto

provide datato help understandheseotheronline pest
and to be able to demonstratewhether the same
computersand individuals behind e-mail address
harvesting and spamming are also behind these
additional spamming behaviors.
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